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QUESTION 31
What is the First Step required in preparing a computer for forensics investigation?

A.    Do not turn the computer off or on, run any programs, or attempt to access data on a computer
B.    Secure any relevant media
C.    Suspend automated document destruction and recycling policies that may pertain to any relevant media or users at Issue
D.    Identify the type of data you are seeking, the Information you are looking for, and the urgency level of the examination



Answer: A

QUESTION 32 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
What is the smallest allocation unit of a hard disk?

A.    Cluster
B.    Spinning tracks
C.    Disk platters
D.    Slack space

Answer: A

QUESTION 33 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
An Internet standard protocol (built on top of TCP/IP) that assures accurate synchronization to the millisecond of computer clock times in a network of computers. Which of the following statement is true for NTP Stratum Levels?

A.    Stratum-0 servers are used on the network; they are not directly connected to computers which then operate as stratum-1 servers
B.    Stratum-1 time server is linked over a network path to a reliable source of UTC time such as GPS, WWV, or CDMA transmissions
C.    A stratum-2 server is directly linked (not over a network path) to a reliable source of UTC time such as GPS, WWV, or CDMA transmissions
D.    A stratum-3 server gets its time over a network link, via NTP, from a stratum-2 server, and so on

Answer: D

QUESTION 34 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
An expert witness is a witness, who by virtue of education, profession, or experience, is believed to have special knowledge of his/her subject beyond that of the average person, sufficient that others legally depend upon his/her opinion.

A.    True
B.    False

Answer: A

QUESTION 35 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
Physical security recommendations: There should be only one entrance to a forensics lab

A.    True
B.    False

Answer: A

QUESTION 36 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
When dealing with the powered-off computers at the crime scene, if the computer is switched off, turn it on

A.    True
B.    False

Answer: B

QUESTION 37 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
Computer forensics report provides detailed information on complete computer forensics investigation process. It should explain how the incident occurred, provide technical details of the incident and should be clear to understand. Which of the following attributes of a forensics report can render it inadmissible in a court of law?

A.    It includes metadata about the incident
B.    It includes relevant extracts referred to In the report that support analysis or conclusions
C.    It is based on logical assumptions about the incident timeline
D.    It maintains a single document style throughout the text

Answer: C

QUESTION 38 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
A forensic investigator is a person who handles the complete Investigation process, that is, the preservation, identification, extraction, and documentation of the evidence. The investigator has many roles and responsibilities relating to the cybercrime analysis. The role of the forensic investigator is to:

A.    Take permission from all employees of the organization for investigation
B.    Harden organization network security
C.    Create an image backup of the original evidence without tampering with potential evidence
D.    Keep the evidence a highly confidential and hide the evidence from law enforcement agencies

Answer: C

QUESTION 39 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
Digital photography helps in correcting the perspective of the Image which Is used In taking the measurements of the evidence. Snapshots of the evidence and incident-prone areas need to be taken to help in the forensic process. Is digital photography accepted as evidence in the court of law?

A.    Yes
B.    No

Answer: A

QUESTION 40 312-49v9 Dumps,312-49v9 Exam Questions,312-49v9 New Questions,312-49v9 VCE,312-49v9 PDF
Which one of the following is not a consideration in a forensic readiness planning checklist?

A.    Define the business states that need digital evidence
B.    Identify the potential evidence available
C.    Decide the procedure for securely collecting the evidence that meets the requirement fn a forensically sound manner
D.    Take permission from all employees of the organization

Answer: D
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